RUSSIAN :
Kak npoBepUTb ecJiv i1 BUPYC B aCHKE :

CkayuBaeM porpaMmy : winscp
a) BbIOMpaeM coeiIMHEHHE SCP, MUIIIEM ip acMKa ¥ 3aTeM JIOTUH root mapoJib admin

3ax0/iMM B namnky /config
[IpoBepsieM ecTb ¢aits1 bNminer.conf !!!
JloJxeH OBbITh TOJILKO bMminer.conf

3axouM B /usr/bin
€CTb JIM BUPYCHbIN pai

antminers 1 opuruHasHbId pa3Mep ntpd 351 k6 s ¢9 358 kb g T9+

Ecauv ecTb 0iMH U3 yKa3aHHbIX ¢paityioB uiav pa3Mmep NTPD He TOT 3HAaUUT acuK 3apakéH

Py4yHo# crioco6 JieyeHUs1 BUPYCOB:

1) 3axouM B mporpaMmy winscp

a) BbIOMpaeM coeJJMHEHME SCP, MTUILEM ip 3aTeM JIOTHH root napoJsib admin

6) 3axouM B nanky /config

B) ecsiu ecThb ¢paus bNminer.conf ygansem

r) npoBepsiM ¢paus dropbear Tam Jo/kHA ObITH Takas ctpoka NO_START=0

J1) 3axoauM B /usr/bin

e) yaassieM BUpyc daus antminers ¥ Bupyc ¢aua ntpd (opuruHaiHbii pa3mep ntpd 351
k6 ass ¢9 358 kb ns1s1 T9+)

’K) 3aX0/IMM B MaKy /tmp

M) CO3laeM TaM HOBBIM KaTasok 123

K) KONMMPYeM Ty/la pa30pXHMBUPOBAHHYI0 NPOIIMBKY ¢ paboudero croJa. (Hy»Ho c
MOMOIIBI0 Winrar uju 7zip pa3apXvuBUPOBATh MPOLIKMBKY [0 MaNoK U $HailIoB, 0XKHbI
ObITb UMEHHO MankKu U $GanJbl , a He OAUH dakI )

2) OTKpbIBaeM putty
a) BBOJMM ip
6) BBOAMM JIOTHH root nmapoJib admin (Bo BpeMsi BBO/1a apoJisi BBO/J, HE BU/IE€H )

MUIIEeM Ceyoliie KOMaH/bI
cd /tmp/123 (enter)

chmod +x runme.sh (enter)
./Jrunme.sh (enter u xgem 10 cek)
reboot

KaK TOJIbKO MalHep npouuscsa u nosaBuscsa onynand CPA3Y MEHAEM ITAPOJIb



ENGLISH

How to check if Asic have a virus:

Download the program : winscp
a) select the scp connection, write the asic ip and then login root password admin

go to the /config folder
Check if there is a bNminer.conf file !!!
There should only be bminer.conf

go to /usr/bin
is there an antminers virus file

and the original ntpd size is 351 kb for C9 358 kb for T9+

If there is one of the specified files or the NTPD size is not the same, then asic is infected.

Manual VIRUS KILL:

1) go to the program "winscp"

a) select the "scp" connection, write ip then login "root" password "admin"

b) go to the folder /config

c) if there is a "bNminer.conf" file, delete

d) check file "dropbear"” there should be such a string "NO_START = 0"

d) go to /usr/bin

e) remove the virus "antminers" file and virus file "ntpd" (original size ntpd 351 kb for c9
358 kb for t9 +)

g) go to the folder /tmp

i) create anew "123" folder there

k) copy there firmware from the desktop. (It is necessary with the help of winrar or 7zip to
unzip the firmware to the folders and files)

2) open "putty”

a) enter ip

b) enter the login "root" password "admi"n (at the time of entering the password, the input
is not visible)

write the following commands

cd / tmp / vnish (enter)

chmod + x runme.sh (enter)

./runme.sh (enter and wait 10 seconds)

reboot

as soon as the miner come back online IMMEDIATELY CHANGE PASSWORD



